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AJG Privacy Protection Insurance
CYBER ASSESSMENT  

Part 1 General Information

1. Name of the Applicant (include names of all subsidiary or affiliated companies to be insured or attach separate sheet if necessary)
 


2. Headquarters Address



3. How Many Students do you have enrolled?



4. Operating Budget
	Current Year

	$



Part 2 Risk Information



5. Does the Applicant use Third Party Vendors for any of the following services?

Internet Service providers		Yes	 No    Managed Security Services       Yes         No




Website Hosting			Yes	 No    Cloud Hosting                          Yes         No




Business Critical software		Yes	 No    Data processors		         Yes         No





If ‘Yes’ 
Please provide the names of the vendors for each service
Internet Service Providers:
Website Hosting:
Business Critical software:
Managed Security Services:
Cloud Hosting:
Data processors (eg. Payment processing) :      					

    





6. Does the Applicant use firewall technology to protect its networks from unauthorized access? 
	      									      Yes	             No




7. Does the Applicant have Antivirus software in place on all desktops, portable computers and mission-critical servers? 
	      									      Yes	             No



8. Does the Applicant implement updates, patches, signatures and fixes for all software and network appliances? 
	      									      Yes	             No



9. Do you have encryption tools to ensure the confidentiality of Personally Identifiable Data including that held on removable media (e.g., CDs, DVD, tapes, disk drives, USB devices etc.)? 
	      									      Yes	             No




10. Does the Applicant have a written Business Continuity and Disaster Recovery Plan in place which establishes the steps for keeping all aspects of the business functioning and IT related infrastructure recovery/continuity in the midst of disruptive events? 
	      									      Yes	             No



11. Within the last 3 years has the Applicant experienced any occurrences, claims or losses related to failure of security of the applicant’s computer systems or has anyone filed suit or made a claim against the applicant with regard to invasion or interference with rights of privacy, wrongful disclosure or personal information, or do you have knowledge of a situation or circumstance which might otherwise result in a claims against the applicant?  (If ‘Yes’, please provide details by attachment) 
	      									      Yes	             No




The Applicant hereby warrants and represents that the above particulars and statements and the information contained in any attachments to this Application together with any additional information provided in support of this Application, which by reference are made a part hereof, are true and complete and that no material facts have been omitted or misstated. 

This Declaration must be signed by a person who has the authority to sign on behalf of and to bind the Applicant, including all entities and individuals seeking insurance through this Application.


 Name of Applicant




Signed on behalf of						Position/Title
the Applicant by          /           /

										Date
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